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1. Some Attacks on RSA

2. Bellcore Attack

3. Fault Attacks
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Attacks Revisited

Goal:
Closer look at attacks using the example of RSA
Discovering the Bellcore attack
Learning about fault attacks

Non-Goal:
Complete overview on attacks
This has been done elsewhere and especially in lecture “Datensicherheit”
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1. Some Attacks on RSA

Standard algorithms may have a wide range
of known attacks.

We demonstrate this using the example of
RSA.

1. Some Attacks on RSA

2. Bellcore Attack

3. Fault Attacks
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1. Some Attacks on RSA
Shared Modulus Attack

Attack:
If two parties share the value of the modulus n = p·q
and both parties have a private key and a public key,
then one party can derive the private key of the other party from its public key.
Knowing n, e and d allows to factor n.

Protection:
Do not intentionally share the modulus
Use proper randomization
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1. Some Attacks on RSA
Low Public Exponent (Coopersmith) Attack (1)

Situation: Often a low public exponent is used.

Motivation:
Speeds up encryption process
Also: Use Fermat primes
Form 22x + 1, is prime for many x , but not for x = 5
Common choices: 3, 17, 65537
Effect: They are close to a power of 2, so recursive exponentiation is fast

Attack:
Several attacks are known for this scenario.
When messages are short.
When several messages are encrypted and differ only by a small value.
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1. Some Attacks on RSA
Low Public Exponent (Coopersmith) Attack (2)

Protection:
Do not use small public exponent.
Problem: Some libraries still select small exponents.
Problem: Some texts still recommend small exponents.
Use proper padding
Effect: Prevents attacks capitalizing on small message sizes
effect: Prevents differential attacks capitalizing on small message differences
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1. Some Attacks on RSA
Low Private Exponent (Wiener) Attack

Attack:
Similar as Coopersmith attack, just for fast decryption performance.
Moreover: If d < n1/4/3 there is a possibility for an attacker to determine d .

Protection:
Do not use small private exponent
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1. Some Attacks on RSA
Quantum Computer Attacks

Grover Algorithm:
If a quantum computer can be built
with a sufficient number of qubits
larger than available today (2023),
then factoring is easy.
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1. Some Attacks on RSA
Bleichenbacher Attack (1)

Attack:
Adaptive chosen ciphertext attack on SSL handshaking phase
in combination with a particular padding scheme.
Client is supposed to handshake with encrypted message which has a particular
padding
Attacker does not know key and starts with a particular message
Server informs client on the particular nature of the error (padding / crypto error)
Attacker adjusts the ciphertext and retries
Also known as "millions attack" as it needs large number of attempts by client.
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1. Some Attacks on RSA
Bleichenbacher Attack (2)

Protection:
Server should not inform client on particular nature of error
Recommended: Drop detailed error messages when switching from dev to production
Use a more randomized padding which is less predictable for the involved parties (eg.
OAEP)
If software notices suspicious behavior it should blacklist the source for some time
It must not continue to provide an oracle service for an attacker.
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1. Some Attacks on RSA
Shared Primefactor Attack

Attack:
If moduli n1 and n2 of two parties share a prime factor, both parties are compromised.
gcd(n1, n2) yields a common prime factor, division the second prime factors.

Protection:
Use good sources of randomness for key generation.
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1. Some Attacks on RSA
Sidechannel Attacks

Power Attack:
Attack: Power consumption varies with CPU bus weights.
Power consumption allows reconstruction of keys.
Protection: Shield system from power consumption measurement (battery)

Acoustic Attack:
Attack: CPU capacitor noise provides info on power consumption.
Then continue with power attack.
Protection: Shield system from acoustic emanations.

Timing Attack:
Attack: Duration of computation varies with key and message structure.
Timing information allows reconstruction of keys.
Protection: Provide response always after the same fixed time.
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1. Some Attacks on RSA
Fault Attacks

Wide range of attacks possible.

Own chapter, to look at those.

Specific example: Bellcore attack.
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2. Bellcore Attack

Astonishing form of a fault attack.

The one example of all the attacks, which
we shall study in more detail.

1. Some Attacks on RSA

2. Bellcore Attack

3. Fault Attacks
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2. Bellcore Attack
Chinese Remainder Theorem (CRT)

Let n1, . . . , nk be pairwise coprime integers with ∀i : ni > 1.
Let a1, . . . , ak be integers such that ∀i : 0 ≤ ai < ni .
Consider the k equations x ≡ a1 mod n1 . . . x ≡ ak mod nk .

Then the following holds:
1 There exists exactly one solution x0 satisfying all these k equations with

0 ≤ x0 ≤ n1 · . . . · nk − 1
2 The set of all solutions x satisfying all these k equations may be written in the form

{x0 + z · (n1 · . . . · nk) | z ∈ Z}
3 These k equations are equivalent to the single equation

x ≡ x0 mod n1 · . . . · nk

We do the proof for k = 2.
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2. Bellcore Attack
Proof: Existence of Solution

Let n1 and n2 be coprime.

The k = 2 equations read x ≡ a1 mod n1 and x ≡ a2 mod n2.

Then gcd(n1, n2) = 1.

Use extended Euclidean algorithm and Bezout identity to get m1,m2 such that

m1 · n1 +m2 · n2 = gcd(n1, n2) = 1

This also means

m1 · n1 ≡ 1 mod n2 and m2 · n2 ≡ 1 mod n1

Thus m1 is inverse of n1 modulo n2 and similar for m2.

Construct a solution of the k = 2 equations by setting

x0 = a1m2n2 + a2m1n1

Verify solution property by direct computation using above formulae.
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2. Bellcore Attack
Proof: Uniqueness of Representation

Let r and s be solutions of x ≡ a1 mod n1 and x ≡ a2 mod n2.

Then (r − s) ≡ 0 mod n1 and (r − s) ≡ 0 mod n2.

Thus there exist l1 and l2 such that (r − s) = l1n1 and (r − s) = l2n2.

This means (r − s) = l1n1 = l2n2

Since n1 and n2 are coprime, there even exists l such that (r − s) = ln1n2.

To see this, collect the (different) prime numbers
in the prime number decompositions of n1 and n2 of (r − s).

The difference between two solutions r and s thus is a multiple of n1n2.

This demonstrates the uniqueness.
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2. Bellcore Attack
Proof: Equivalent Equation

Let x ≡ a1 mod n1 and x ≡ a2 mod n2 with n1 and n2 coprime.

In the proof of existence we found a solution:

x0 = a1m2n2 + a2m1n1

We found that differences between solutions are multiples of n1n2.

An equivalent single modulo equation thus is:

x ≡ a1m2n2 + a2m1n1︸ ︷︷ ︸
One solution

mod n1n2︸ ︷︷ ︸
differences between solutions
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2. Bellcore Attack
Application of Chinese Remainder Theorem

Task: We want to compute xd mod pq.

Precompute:

dp := d mod (p − 1) = d mod φ(p)

dq := d mod (q − 1) = d mod φ(q)

m1 as multiplicative inverse of dp

m2 as multiplicative inverse of dq

We know by the theorem of Fermat: xφ(n) ≡ 1 mod n. Thus:

xd ≡ xdp mod p

xd ≡ xdq mod q
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2. Bellcore Attack
Bellcore Attack (1)

Let n = pq be a modulus with corresponding e and d .

We have a message x .

We let the opponent sign the message x .

We assume he uses the CRT for signing.

This means we precompute s1 and s2 and solve for the unknown xd the system

xd ≡ s1 mod p

xd ≡ xd ≡ mod q

using the CRT.

This means we combine s1 and s2 into a signature value s.
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2. Bellcore Attack
Bellcore Attack (2)

We now obtain the same signature for a second time.

The opponent repeats the precomputation steps.

The precomputation values this time are s ′1 and s ′2.

This time we provoke faults in the signing device of the opponent.

We assume the fault kicks in at
exactly one of the two CRT computations steps of s ′1, s

′
2.

We assume this happens with s ′1. This means we assume

xd 6≡ s ′1 mod p

xd ≡ s ′2 mod q

Now we combine s ′1 and s ′2 into signature s ′.
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2. Bellcore Attack
Bellcore Attack (3)

Since the fault occurred in prime factor p we obtain

s 6≡ s ′ mod p

s ≡ s ′ mod q

Thus s − s ′ 6≡ 0 mod p and s − s ′ ≡ mod q.

Can we learn something from the value of s − s ′ mod p?

Probably not, as the difference might depend heavily on the particular fault.

Can we learn something from s − s ′ ≡ 0 mod q?

Probably not, as this is expected all the time in CRT signing.
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2. Bellcore Attack
Bellcore Attack (4)

But wait!

Normally we have

s − s ′ ≡ 0 mod q s − s ′ ≡ 0 mod p s − s ′ ≡ 0 mod pq

Now we have

s − s ′ ≡ 0 mod q s − s ′ 6≡ 0 mod p s − s ′ 6≡ 0 mod pq

Can we use the fact that s − s ′ ≡ 0 mod q in a context where s − s ′ 6≡ mod pq?
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2. Bellcore Attack
Bellcore Attack (5)

We have s − s ′ ≡ 0 mod q and thus s − s ′ = λq.

Let us calculate gcd(s − s ′, pq) = gcd(λqmpq).

λq does not have p as a factor since s − s ′ 6≡ 0 mod p.

Since p and q are primess: gcd(s − s ′, pq) = q,

So we can factor n.
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2. Bellcore Attack
Launching and Counteracting the Bellcore Attack

Requirements:
Need 2 signatures
Need that CRT is used
Need possibility to inject faults along a particular fault model

Countermeasures:
Check signature before it leaves the device.
Use different implementation.
Use several rounds of blinding and unblinding to prevent precise injection of error in
one step.
Monitor device and halt processing on first malfunction.
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3. Fault Attacks

What are fault attacks in general?

What other examples are there?

How can we protect against them?

1. Some Attacks on RSA

2. Bellcore Attack

3. Fault Attacks
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3. Fault Attacks
Fault Model (1)

What is the systematic perspective of the attacker?

Granularity
How many bits are affected by the fault?
Single bit error
Few bits error
Big change

Modification
Stuck-at-zero or stuck-at-one
Flip
Random
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3. Fault Attacks
Fault Model (2)

Control on Fault
Precise control of location (bit) and timing (when) of error
Can activate and deactivate error at will any time
Smaller amount of control on error
No control at all, error is completely random

Duration of Fault
Full control (can activate and deactivate)
Transient (takes place for some time, but cannot control)
Permanent (turn it on and it stays for the rest of the devices life time)
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3. Fault Attacks
Categories of Fault Injection

Non-invasive: Not necessary to open / damage chip package

Soft: Slow modification of operational limits introduces some random faults
Eg: Slow change in operating temperature introduces some random faults
Eg: Slow change in clock speed may provoke particular faults as soon as design
timing parameter limits are reached
Eg: Slow change in voltage of power supply

Targeted: Modification of operational limits with targeted effects

Semi-invasive: Chip decapsulation

Invasive: Need electrical contact to chip
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3. Fault Attacks
Example: Targeted Clock Manipulation

Attack: A carefully crafted temporal overclocking can prevent certain portions of an
algorithm execute properly.
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3. Fault Attacks
Example: Targeted Voltage Manipulation

Attack: A carefully crafted manipulation of the supply voltage can cause certain parts of
a system to fail at certain moments.

Fig. 2: Targeted Voltage Manipulation
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3. Fault Attacks
Example: Soft Thermal Manipulation

Fig. 3: Chip slowly heated from below Fig. 4: Fault occurrence depending on temperature
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3. Fault Attacks
Example: Optical Fault Injection

Attack:
Semiconductors are sensitive to light
Optical pulses can cause a transistor to switch
Fault injection by shining a flash into a chip
Fault injection by directing a laser beam on to a chip

Fig. 5: Workbench for optical fault injection
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3. Fault Attacks
Example: Attack on a retry Counter

Attack:
Manipulate a retry counter value change
Block arithmetic unit
Prevent change of the retry counter

Fig. 6: Fault attack on a retry counter
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3. Fault Attacks
Strategy for Checks

Recommended strategy for checks:
Disable the access system
Do a check
If check is ok, enable the system again

Not safe:
Do a check
If check is not ok, disable the system
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3. Fault Attacks
More Complex Fault Attacks

Protection:
Check the different levels of the crypto stack
At every layer a fault attack is possible

Fig. 7: Layers on which a fault attack seems possible
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3. Fault Attacks
Differential Attacks

Idea: Compare output of crypto algorithm
normal output
output under small changes to input
output under small injected faults

Example: Bellcore is a differential attack.
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3. Fault Attacks
Countermeasures: Hardening Hardware (1)

Hide sensitive parts of the chip
Raise the price for the attacker
Security by obscurity is state of the art here
Bus scrambling to make signal tracking more difficult
Superfluous logic elements to make reengineering more difficult
Additional shiedling to prevent injection of impulse

Operational constraint sensors
Let chip detect violation of operational constraints
Shut down chip if clock, power etc. is outside limits
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3. Fault Attacks
Countermeasures: Hardening Hardware (2)

Tampering sensors
Let chip detect if it is watched
Light sensors for detecting case openings

Destruct upon opening architectures:
Removal of metal layers leads to removal of logic attacker wants to analyze
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3. Fault Attacks
Further Countermeasures (1)

Add plausibility checks into computation

Parallel execution and result comparison

Fig. 8:

% Î ½ 41 42 3. Fault Attacks ö È C.H.Cap



3. Fault Attacks
Further Countermeasures (2)

Inverse execution and test upon completion

Fig. 9:

Branchless implementation
Branches allow easy interruption of control flow
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