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1. Basic Definitions

We learn some basic vocabulary
in access control.
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1. Basic Definitions
Subjects and Objects

Subject:
An active agent which manipulates an object.
Example: A human user.
Example: A running program.

Object:
A passive agent that can be manipulated by a subject.
Example: A file (which can be read, written, appended, deleted)
Example: A sensor (which can be read, reset, calibrated)
Example: An actor (which can be activated)
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1. Basic Definitions
Actions

Actions:
The variety of manipulations a subject may exercise on an object.
Example: A file may be read, written, appended, deleted and more.
Example: An actor allows lowering or raising a sun screen.
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1. Basic Definitions
Principals and Groups

Principal:
An entity which has an identity and may be authenticated.
Examples: A person.
Example: A computer.
Example: A process, thread or process group.
Example: A USB stick or hard disc.

Group:
An abstraction for sets of entities from a security point of view.
Example: Account group wheel (subjects which may escalate privilege to root)
Example: Account group sysadmin (subjects which may edit the system config)
Example: System configuration (objects affecting system operation, /etc)
Example: Action group modify (actions which amount to ability to change file)
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2. Discretionary Access Control

The most simple form of access control.
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2. Discretionary Access Control
Definition

Definition: In Discretionary Access Control (DAC) the owner is in control.
Every object hasAn owner.
Access to objects is based on the identity of the subjects or the groups
to which they belong.
Access is granted or revoked by the owner of the object.
If a program (i.e. a subject) is started by a user (i.e. another subject)
it assumes the permissions of the user.

Evaluation:
Widely implemented in most operating systems.
Well known.
Has numerous problems.
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2. Discretionary Access Control
Problem 1: Lack of Global Policy

Situation:
Owners decide on access.
Owners can decide contrary to company rules (“global policy”).
DAC cannot enforce consistency of de facto accesses with global policies.

Example:
Researcher generates and owns files containing lab reports.
Company cannot enforce access restrictions to new research results.
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2. Discretionary Access Control
Problem 2: Malicious and Faulty Software

Situation:
Owners decide on access.
Programs assume the permissions of their users.
Malicious or faulty programs can change access properties of objects
on behalf but contrary to the intentions of their users.
Thus: Confusion of programs as subjects with users as subjects.
Similar in nature to confused deputy problem.
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2. Discretionary Access Control
Problem 3: Confused Deputy Problem

Example:
1 May root edit partitionTable? yes
2 May textEditor edit partitionTable? it depends
3 May textEditor when run by root edit partitionTable? yes
4 May textEditor when run by nobody edit partitionTable? no
5 May mineSweeper when run by root edit partitionTable certainly no

Situation:
Examples (1)-(4) suggest that it might be a good idea to transfer permissions
from a subject of type user to a subject of type program.
Example (5) shows that this idea can be very dangerous.
The transfer of rights between users of different types is not a good idea.
Name: A general may start a nuclear war only when acting as a deputy of the
president but not when acting on his own.
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2. Discretionary Access Control
Problem 4: Information Flow

Example:
Information can be copied from an object orig to an object copy.
Object orig is readable to boss and not readable to generalPublic.
A program constructs an object copy and makes is writeable and readable to boss
and generalPublic.
As a result we see unwanted information flow to generalPublic.

Situation:
There is no mechanism which prevents unwanted information flows.
DAC cannot prevent information flow in unwanted directions.
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2. Discretionary Access Control
Problem 5: Limited Understanding of the Owner

Situation:
DAC means: Owner is in control.
Owner has limited problem awareness.
Owner has limited understanding of security requirements.
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2. Discretionary Access Control
Solutions

Invent information flow models.
1 Biba Model for integrity.
2 Bell-La Padula Model for confidentiality.

Additional models in multilateral and compartmental security.
Invent mandatory access control (MAC).
Prevent confusion of subject types using roles.
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3. Flow Models

Attempting to fix the shortcomings of
discretionary access control.

However, flow models have their own
shortcomings!
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3. Flow Models
Security Labels

Let S be a set whose elements we call security labels.

Let v⊆ S × S be a binary relation on S .

v is called an order relation, iff it satisfies the following 3 axioms:
Reflexive: ∀x ∈ S : x v x
Antisymmetric: ∀x , y ∈ S : x v y ∧ y v x ⇒ x = y
Transitive: ∀x , y , z ∈ S : x v y ∧ y v z ⇒ x v z

An order relation v is called linear, iff any two elements are comparable, i.e.
∀x , y ∈ S : x v y ∨ y v x

All items under control of a flow model are labeled by elements of a linearly ordered set.
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3. Flow Models
Biba: Integrity

Target: Integrity.
Data: Is internally consistent and correctly models the real world.
Systems: Are consistent with their components to the specification.
Label examples: {HighlyTrusted, Trusted, Untrusted}

Rationale:
Items with higher labels may execute transactions of higher importance.
Items with higher labels must not decide based on data of lower level clearance.

Rules: Prevent information flow from low to high to protect high components.
No-Read-Down: Subject at higher label is not allowed to read data of lower level.
No-Write-Up: Subject of lower label is not allowed to write data into higher level.

Example: Military Chain of Command
Military commands are communicated from General to Private.
Operational plan remains intact.
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3. Flow Models
Bell-La Padula: Confidentiality

Target: Confidentiality
Label examples: {TopSecret, Secret, Public}

Idea:
A subject of a higher label is more trustworthy.
An object of a higher label is more sensitive and dangerous upon disclosure.

Rules: Prevent information flow from high to low.
Read-down: A subject may read only objects of the same or of a lower label.
Write-up: A subject may write only objects of the same or a higher label.

Example: Spy Agency
Military intelligence is collected by NSA director and not by the employee.
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3. Flow Models
Task: Choice of Information Flow Model

Answer the following questions and give reasons for the decisions!
Which information flow model is appropriate?
Which labels should be used?
What is the order relation should be used on the items?

Case 1: Security of student marks in the study office.
Items: Students, dean, rector, profs.

Case 2: Security of an operating system with multiple rings:
Items: Applications, drivers, system progs (update, backup, restore), kernel.

Case 3: Corona test result database.
Items: Tested patient, clinic director, health politician, journalist.
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3. Flow Models
Problem 1: Semantic Issue

Situation:
Security models do not understand our intentions and apply rules mechanically.
Security models apply only to specific goals.
Distinction of flow directions (Bell-La Padula versus Biba) is not always easy.
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3. Flow Models
Problem 2: Protocols are Bidirectional

Situation: Preventing information flows in particular directions poses a problem for
communication.

Example: TCP handshake
TCP handshake requires a bidirectional packet flow.
Idea: Use UDP.
But: Who does the acknowledgments now?
Idea: Enforce flow rules only on higher ISO layers
But: Lower ISO layers can exploit covert channels.
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3. Flow Models
Problem 3: Covert Channels

Definition: Covert Channel
A covert channel is a channel allowing information flow in violation of the security policies
which should be preventing this information flow.

Situation:
Even well flow-isolated systems allow covert channels.
Covert channels can be used to circumvent the flow restrictions.

% Î ½ 22 40 3. Flow Models ö È C.H.Cap



3. Flow Models
Covert Channels (1)

Padding Channel: Use fields which usually are zero padding areas.
Place a payload into these fields.
Eg: A 2-bit field is placed inside of an 3-bit area (eg. IPv4 header)
Eg: A packet must have a minimal length (eg. Ethernet)

Timing Channel: Use times of invoking activities,
Encode information into seemingly random times.
Make it seem random by using compression and encryption.
Eg: Times when Ethernet packets are sent.
Eg: Times when ARP cache entries expire.
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3. Flow Models
Covert Channels (2)

Resource Modulation Channel:
Exclusive resources have to be waited for since other processes might need use.
Use exclusive resources and have components see when they are not available.
Eg: Running out of memory.
Eg: Keeping busy all available physical CPUs.

Noise Channel:
Some behavior has inherent statistical noise.
Use this noise to modulate a signal on top of this noise.
Needs a error-correcting code.
Attacker must have a better statistics of noise than the defender.
Eg: Modify the lowest bits produced by an image sensor. Only the sensor will know
that this was not due to sensor noise but due to covert channel activity.
Eg: Some packets do not arrive due to collision or queue overflow. Use this to build a
covert channel.
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3. Flow Models
Covert Channels (3)

Equivalent Means Channel:
There often are several equivalent ways to achieve the same means.
Eg: Embed information into a binary by using instructions for x = x + x or x = 2 · x .
Switch these different means to carry information.

Evaluation:
Numerous possibilities to build low data rate covert channels.
Bad: Cannot prevent covert channels completely
Good: Can attempt to derive an upper limit for their data rate
Bad: Small data rate sufficient to exfiltrate cryptographic keys.
Compare this with steganographic methods
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4. Mandatory Access Control

Fixes the core problem of discretionary
access control.
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4. Mandatory Access Control
Definition

Definition: In Mandatory Access Control (MAC) a central authority is in control.
A system wide policy regulates
which subjects may access which objects by which actions.
Subjects (as owners of objects) cannot override these policies.

Evaluation:
Solves many problems of DAC at least to some degree.
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4. Mandatory Access Control
Information Labeling

Situation:
Every item of information is supplied with a label.
Every container of information is supplied with a label.
Copy-paste and drag-and-drop is checked for policy conformance.
Can prevent accidental unwanted info flow by owners.

Evaluation:
Is it really desirable to have such a strict control on info flow?
Cannot protect (completely) against bad intent of malicious users.
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5. Role Based Access Control

A conceptually and mathematically more
advanced concept.
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5. Role Based Access Control
Concepts

Role Based Access Control RBAC is based on three assumptions:
1 Assignment: A subject can exercise a privilege only

if it has been assigned a role.
2 Authorization: A subject can assume a role only

if the subject is authorized for this role.
3 Permission: A subject can exercise a privilege only

if the assigned role of the subject permits exercising this privilege.

Evaluation:
Reusable management of rights due to separation
of the concepts of subjects and roles.
Roles can model hierarchical structures of an organization.
Can implement MAC and DAC mechanisms.
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5. Role Based Access Control
Formalization

3 Sets:
1 A set of subjects S .
2 A set of roles R .
3 A set of privileges or rights P .

3 Relations:
1 Relation Γ of authorized roles:

(s, r) ∈ Γ iff subject s is authorized for role r and may be assigned role r .
2 Relation ∆ of permitted privileges:

(r , p) ∈ ∆ iff role r contains the permission to exercise right p.
3 Session relation Σ of assigned roles:

(s, r) ∈ Σ iff subject s is assigned the role r in the current session.
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5. Role Based Access Control
Extension: Separation of Duty

Idea: Specifying pairs of conflicting roles (cannot be assigned at the same time).
Static: Subject must not be authorized for 2 roles at any time.
Dynamic: Subject must not be assigned 2 roles in same transaction.

Example: Treasurer and Auditor
Every member of an institution may be elected treasurer.
Every member of an institution may be elected auditor.
No member of an institution may act as treasurer and as auditor at the same time.

Example: Cashier
Every cashier may PrepareBills.
Every cashier may CancelBills.
A single cashier may not prepare and cancel a bill on one and the same transaction.
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5. Role Based Access Control
Task: DAC and MAC as RBAC

Demonstrate how DAC and MAC can be implemented in RBAC.

More precisely:
Provide a practical use case, each for DAC and MAC.
Give names (Alice, Bob, ...) and practical requirements.
Explain how each, DAC and MAC, treat the situation.
Explain for both cases how RBAC treats the situation.
Provide the formal ingredients for RBAC for both cases.
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6. Multi Level and Multi Lateral

Why one set of labels is not enough.
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6. Multi Level and Multi Lateral
Multi Level Security

Recap:
There is a (vertical) hierarchy of security levels.
Higher levels are more sensitive.
Example: top secret, secret, confidential, public.
Diverse models regulate information flow between different levels.
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6. Multi Level and Multi Lateral
Problem 1: Conflict of Interest

Example: Law Firm
In a law firm, Alice and Bob are bosses and have top-level clearance to documents.
Anna is client of Alice, Birgit is client of Bob.
Both bosses can view all documents of the law firm.
Now Anna sues Birgit...

Example: Insider Secrets
Would we want the CTO of Apple to become CTO of Google?
Ann-Kristin Achleitner is member of the board of “Deutsche Börse AG”
Her husband Paul Achleitner is chairman of the board of “Deutsche Bank AG”
How can we enforce rules against insider trading?

Example: Clean Room Design in Aviation IT
Core components must be redundant and designed by independent teams.
Members of one team must not meet members of other team to prevent bug spread.
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6. Multi Level and Multi Lateral
Problem 2: Additional Protection Against Compromise

Example: Spy Operations.
The US spies on Germany and on Russia.
Should the director for spying on Germany
know the names of the spies working in Russia?
Is multilevel security sufficient if there is a chance that one level may be compromised?
Is it a good idea to have a single level to have access to all data?
Think of the Snowden incident and the backup use case.
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6. Multi Level and Multi Lateral
Multilateral or Compartmental Security

Compartmental security introduces different compartments
to an organization with multilevel security.

Multilateral security adds horizontal (lateral) structure
to a (vertically structured) hierarchy.

Implementation:
Adopt codewords in addition to (linearly ordered) labels.
Every subject and object gets a security label plus a set of codewords.
Subject s may access object o if
1 Label condition: Label of s is higher or equal to the label of o AND
2 Codeword condition: Set of codewords of s is superseteq to set of codewords of o
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6. Multi Level and Multi Lateral
Lattice Based Access Models

Fig. 1: Every finite distributive lattice can be represented as a lattice of subsets (Birkhoff Representation Theo-
rem). A lattice built with labels and codewords can implement every desired access structure. © Rights see appendix.
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6. Multi Level and Multi Lateral
Task: Lattice Based Access Models

Task 1: Provide a LBAC model for the US spies on Germany and Russia situation.

Task 2: Provide a LBAC model for the law firm.
Law suits X and Y of Anna are against external parties.
Law suits U, V , W of Birgit are against external parties.
Law suit C is between Anna and Birgit.
Provide sets of levels and codewords and give attributes to model the situation.
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Part I

Appendix
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