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1. Basic Secret Sharing

We introduce into the topic and illustrate a
first method for secret sharing.
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1. Basic Secret Sharing
Cryptographic Anecdote
Problem:
Trent wants to give Alice and Bob access to the safe.
Trent does not trust one of them completely.
Trent wants to split the access key.

Alice alone or Bob alone shall have no information at all.
Alice and Bob together shall have the complete information.

Solution:

@ Trent wants to share key K € {0,1}".

Trent generates random bit string R € {0,1}".

@ Trent gives A= R @ K to Alice and B = R to Bob (& calculated bitwise).
@ Alice and Bob regenerate key K by forming A @ B.

@ Alone, both only have random noise.
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1. Basic Secret Sharing

Splitting and Threshold Problem

Splitting Problem:
@ There are n recipients of shares.
@ Trent wants to split key K into n shares Ay,..., A,.

@ Each collection of n — 1 shares shall contain no information on the key K at all.

o All participants together shall be able reconstruct the key.

Threshold Problem

@ Question: What, if one participant loses the key?

o (k, n)-threshold scheme splits a secret K into n parts.

@ k or more parts allow a reconstruction of the secret K.

@ Less than k parts do not allow reconstruction of the secret S.
@ Answer: At most n — k shares may be lost without problem.
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1. Basic Secret Sharing
Perfect Threshold Schemes

Perfect Threshold schemes

A (k, n) threshold scheme is called perfect, if less than k parts provide no information

on the secret in the sense that even with knowledge of these parts the distribution of the
secret is the equidistribution.

Thus: Perfect threshold schemes are secure in the unconditionally secure model.
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1. Basic Secret Sharing

The Perfect Secret Sharing Scheme by Shamir

Construction of Splitting for a (k, n) threshold scheme.
Pick point (0,S) with S being the secret to be shared.
@ Generate a random polynomial P of degree k — 1 through this point.
@ Pick n pairwise different non-zero points xi, ..., x,.
°
°

Generate y; = P(x;).
Distribute the pairs (x1,y1), ..., (xn, yn) to the n parties.

Reconstruction:

o Gather k pairs (x;, y;).

e Construct the Lagrange interpolation polynomial of degree (at most) k — 1 from
these pairs.

@ This polynomial must be the polynomial P.

e Evaluating the polynomial in x = 0 provides the secret S = P(0).

Reference: Shamir: How to Share a Secret
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1. Basic Secret Sharing
Application

Problem: Random polynomials over R are problematic.
@ There is no equidistribution on R.

@ Not every real number may be represented in a computer.

Solution: Use a finite field GF(p*).
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1. Basic Secret Sharing

Task: Exercise on Secret Sharing

Situation:

@ Trent wants to share a secret among his friends Alice, Bob and Carol.

o He decides to use a (2, 3) threshold scheme on GF(4).
@ The value of the secret is 2 in the binary decoding of GF(4).

Tasks:

e Pick a suitable (random) polynomial of suitable degree.
Calculate the shares for Alice, Bob and Carol.
Determine the secret from the shares of Alice and Carol.
Why would GF(256) be more secure?

Would GF(4) work out if Trent had 4 friends?
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2. Advanced Variants
2.1. Verifiable Secret Sharing
2.2. Proactive Secret Sharing

2.3. Weighted Schemes

We shall develop an understanding of some
further problems and solution strategies in
secret sharing.
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2.1 Verifiable Secret Sharing

Verifiable Secret Sharing: The Cheating Dealer

Problem: Dealer might be cheating
Assumption thus far was: Dealer of the secret works as described.

C, D and E meet and construct secret Y # X.
Obviously: Someone is cheating.

Is this C? Or B? Or has it been the dealer?

Share holders want to check if dealer was cheating.

Solution:

o Verify: All k shares lead to the same secret

@ But: Should not need to reconstruct the secret for this purpose
@ There exists a zero knowledge proof of correctness.
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2.2 Proactive Secret Sharing

Proactive Secret Sharing: Stolen Shares

Problem: Shares are stolen by attackers.

Example: Assume a threshold scheme of (3,9) is in use.
@ Two shares get stolen.

o If another share gets stolen, the attacker can reconstruct the secret.

Solution: Update Protocol.
@ All parties update their shares.

@ All old shares are destoyed so that no further share can be compromised.

@ The compromised shares are of no value any more
as they communicate no information of the secret.
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2.2 Proactive Secret Sharing
Update Protocol

Mechanism:

Trustworthy party constructs a random polynomial @ with Q(0) = 0.

e Party j holding share (x;, y;) gets value z; = Q(x;).

e Party j will now use (xj,y; + z;) as its share.

@ This corresponds to a completely fresh polynomial P + @ being used instead of P.
@ Secret stays the same since (P + Q)(0) = P(0) + Q(0) = P(0) + 0 = P(0).
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2.2 Proactive Secret Sharing

Advanced Variants

Possible Scenarios:

Assumption that some share holders are liars.

Assumption that distributor of secret is a liar.

Assumption that some shares get lost.

Literature knows protocols which mix verifiable and proactive secret sharing.
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2.3 Weighted Schemes

SE I

Question: Do more general access schemes make sense?
Example: Access to the safe for any 3 employees or supervisor plus 1 employee.
Idea: Allow more than one share per person.

Mechanism: Weighted Threshold Schemes
@ Use a threshold scheme requiring 3 shares.
@ Supervisor gets 2 shares, employees get 1 share.
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2.3 Weighted Schemes
Notion of General Access Schemes
Question: What is a good mathematical model of a “general access scheme”?

Idea:
@ Let P be the set of persons considered.

@ An access scheme S is a set of sets of persons who are allowed to access the safe.
o Formally: S C 2°

Example: P = {A, B, C,D}.

Access scheme S = {{A,B},{C,D} }.

@ Obviously also {A, B, C} can access the safe.

@ Every superset of a set in a scheme can access the safe.
@ True scheme is:

{{A,B},{C,D},{A,B,C},{A,B,D},{A C,D},{B,C,D},{A B,C,D},}.

Thus: Definition needs some modification.

A
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2.3 Weighted Schemes
General Access Schemes (1)

General Access Schemes: First Variant of Definition

A general access scheme is a set S of sets which is closed by formation of supersets.

Semantics: A set Q of persons is permitted access, if and only if Q is an element of S.

Note:
@ Every set of sets can be turned into a general access scheme
by adding all supersets of its member sets.
@ Let us call this process the saturation.
@ So why use a larger set to denote a general access scheme than required?
@ We could use a smaller set with the understanding that we
“mean” its saturated version.
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2.3 Weighted Schemes

General Access Schemes (2)

Elaboration:

@ We may remove a set X from an access scheme S

if it is the superset of another set Y in the access scheme.

The resulting set S\ {X} still generates the original access scheme S.

After some removals we get minimal sets: Further removals are no longer possible.
Let us call such a set removal-minimal.

Question: s there a unique removal-minimal generating set for an access scheme?
Answer:  Yes. (Proof by induction on the number of persons).

General Access Schemes: Second Variant of Definition

A general access scheme is a removal-minimal set of sets, i.e. there is no element X in
S such that a subset of X also is in S.

Semantics: Set @ of persons allowed access if it contains an element of S as a subset.
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2.3 Weighted Schemes

Limitations on Weighted Threshold Schemes (1)

Question: Can every access scheme be realized as weighted threshold scheme?
Answer: No.

Counterexample: S = {{A,B},{C,D}}

Assumption: There exists a threshold scheme with threshold k.

Let the participants have share weights a, b, ¢, d.

In the first set: From A and B one of the two has the larger-or-equal number of weights.
This shall be A.

Same thought for the second set.

Thus: Without loss of generality: a > b and ¢ > d.

a+ b > k since A and B together can access.

¢+ d > k since C and D together can access.
at+a>a+b>kso2a>kanda>k/2
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2.3 Weighted Schemes

Limitations on Weighted Threshold Schemes (2)

Similarly show ¢ > k/2.
Thusa+c > k/2+ k/2 > k.
Thus A and C may access the safe.

This is in contradiction to the requirements of which we (incorrectly) assumed the
threshold scheme is a solution.

Therefore (by indirect proof) the assumption must be wrong.
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3. General Access Schemes

Question: Which general access schemes

can be implemented by sharing schemes?
Answer: All.
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3. General Access Schemes
SE I

Question: Can we realize this access scheme by different means?
Answer: Yes — and even with a threshold scheme.
Idea: Reuse shares: One share is distributed to more than one person.

Assume a (4,4). Let the shares be e, f, g, h.

Allocation of shares:
o Agetse, g
B gets f, h
Cgetse, f
D gets g, h

Correctness of implementation:
e {A, B} and {C,D} can access.
o {A C} {A D}, {B,C} and {B, D} cannot access.
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3. General Access Schemes
Generic Example and Method (1)

Access scheme is S = {{A, B, D}, {A,C,D}, {B,C}}.

Step 1: Construct Access Function
e Write conjunction as multiplication, disjunction as addition.
@ Write down access function (A, B, C,D) = ABD + ACD + BC.
o With appropriate settings of A, B, C, D:
Function is true exactly on the permitted situations.

Step 2: Obtain Dual Access Function as Sum of Products

Dualize: f*(A,B,C,D)=(A+ B+ D)(A+ C+ D)(B+ C)

Resolve the multiplication using the distributive law.

Simplify using idempotence: AA= A

Simplify using dominance: ABC + BC = BC

Get simplified sum of product form: f*(A, B, C,D) = AB + AC + BC + BD + CD
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3. General Access Schemes

Generic Example and Method (2)
Step 3: Obtain Dual Access Scheme
o Derive access scheme from dual access function

f*(A,B,C,D):AB+AC+BC+BD+CD
° 5% :{{A7 8}7 {A? C}v {B? C}v {B, D}: {C7 D}}

Step 4: Take Set-Wise Complements

@ Take the complement of the sets in the DA scheme.
o Itis: ¢ ={{C,D},{B,D},{A D}, {A C} {A B}}
@ This is the complemental dual access scheme (CDA).

What have we done so far?

Scheme was {{A, B, D}, {A,C,D}, {B,C}}

@ Sets in scheme are minimal allowed sets of persons.

o Complemental dual scheme is {{C, D}, {B, D}, {A, D}, {A,C}, {A B}}
@ Sets in complemental dual scheme are maximal not-allowed sets.
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3. General Access Schemes
Generic Example and Method (3)

Step 5: Construct Cumulation Matrix and Read-Off Share Distribution
@ Rows are persons.

o Columns are sets of the complemental dual scheme (CDA).

e Shares use (5,5) threshold scheme for the 5 sets of CDA.

e Scheme was {{C,D}, {B,D}, {A D}, {A C}, {A B}}

Mechanism: For every maximal not-allowed set, one share is constructed.

Cumulation Allocation
51 52 53 54 55 5 Shares
{C,D} {B,D} {A,D} {A,C} {A,B} 5 Setsin CDA Party | Shares
A 1 1 0 0 0 A 5.5
B 1 0 1 1 0 B 51,53,54
cl o 1 1 0 1 C 55,53, 5s
D| o0 0 0 1 1 D S, Ss
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3. General Access Schemes

Generic Example and Method (4)

Check: Allocation
e {A,B,D} is allowed access. A 5,5
e {A,C,D} is allowed access. f. g;gig:
e {B,C} is allowed access. D SuSs
Check:
e {C,D} not allowed since share S; is missing.
e {B, D} not allowed since share S, is missing.
o {A, D} not allowed since share S3 is missing.
e {A, C} not allowed since share Sy is missing.
e {A, B} not allowed since share Ss is missing.
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4. Computing with Shared Secrets

Privacy preserving computational schemes

are one of the most important applications
of secret sharing next to the secret sharing
property as such.
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4. Computing with Shared Secrets

Sum: Algorithmus

There are n parties.
Every party j has a private value k;.
Let x1, X2, ..., x, be pairwise different values, x; for party j.

Party j shares value k; with the parties by

@ Generating a random polynomial P; with P;(0) = k;

@ Sending Pj(x;) to party i.

Every party i receives n shares Pi(x;), ..., Py(x;).

Every party i forms Pi(x;) + ...+ Pa(xi)) = (P1+ ...+ Pn)(xi) = 0i
The pairs (x;j, o) reconstruct to (P1 + ...+ Pp)(0) = ki + ... + k.
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4. Computing with Shared Secrets

Sum: Result

Properties of the Algorithm:

e Every party learns the sum of the n values.

@ No party learns more about the private values than can be derived from the sum and
the own private value.
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4. Computing with Shared Secrets

Product

Problem 1: Product of two polynomials has higher degree.

Problem 2: Product of two random polynomials is not equidistributed.

Solution:

@ Both problems are solvable.

@ Solution produces no additional principle insights,

@ Paper describing the solution: Ben-Or Goldwasser, Widgerson: Completeness
theorems for non-cryptographic fault-tolerant distributed computation.
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